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4 Why I ow-Powen?:

4 Longer battery lifetime E

# Less packaging/cooling cost [
¥ More reliable circuitry |
# Smaller electricity bill




Where Does the Power Go?

( ¥ Dynamic power or switching power
¥ Static power-or leakage curren’r

r Gate-oxide leakage
+ Subthreshold leakage

% Short-circuit power
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‘What is DVFS?

( ¥ Dynamic voltage and frequency scaling
= Circuits can work at a range of V4 values

A given V4 can support a range of clock
frequencies with a

m F oo (Vgg-Vin)/ Vg XE(IOZO)
% Why DVFS saves power-and energy'?
~+ Reduce Vg, to yVyqy
-+ . reduces to roughly y fmax
= Dynamic power reduces by roughly v
= Ener'gy reduces by r'oughly v
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How Does DVS Work?

( % Suppose that a data sample comes every 1 ms 2
. % Requires processing time of 250 ps at
- 600MHz |

«® DVS: reduce vol’rage such that clock slows .
down to 150MHz

frequency

time
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'Our Work on Low Power DVFS

( 1997: variable voltage processor scheduling
1998: M.S. thesis, Variable voltage system (DAC), communication
. pipeline (ICCAD), real-time scheduling (RTSS).
2000: Quality-energy tradeoff (ISLPED)
2001: limit of energy saving by DVFS (ICCAD)
2002: secure sensor network (ASAP)

2003: multimedia system (ASPDAC, RSP, DAC), probabilistic design
| (DAC), multi-processor scheduling (EMSOFT), volTage seT-up |
(ICCAD) |

2004: performance gain vs ener'gy savmg (ISCAS), dual -voltage on (m
k)-firm system (CASES)

~ 2005: parallelism on multi-processor (ASPDAC)
2006: dual-processor fault-tolerant system (ASAP)
2007: leakage aware DVS (AHS), multi-core system schedulmg (McSoC)
/= 2013: temperature-aware DVS (ASAP) |
#, ”
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. Our Work on Low- Power DVFS

( 1997 vamable vol’rage processor schedulmg

: '.1998 M.S: thesis, Variable voltage system (DAC) commumca’rlon :
plpelme (ICCAD) real-time schedulmg (RTSS) .

- 2000:
2001: ||m|’r of energy savmg by DVFS (ICCAD)
. 2002:
- 2003: \ ‘
L voltage set-up" "
| "(ICCAD) e -
2004: o

- 2005:

- 2006: © .

| -2007: leakage aware DVS (AHS) |

0 2013: ’rempem‘rure aware DVS (ASAP)
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Our Work on Low Power DVFS

( _1997:

1998:

- 2000:
2001:
- 2002: | ) i p7 §7
- 2003: : | -_ probabilistic design
, (DAT); sl , , oA .

2004 performance gainvs energy saving (ISCAS),

o 2005: parallelism on multi-processor (ASPDAC)
2006: ' ' '
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(

Our Work on Low Power DVFS

1997:
1998:

2000: Quqli’ry-ener'gy tradeoff (ISLPED)

2001
2002: secure sensor network (ASAP)

- 2003: multimedia system (ASPDAC, RSP, DAC),

multi-processor scheduling (EMSOFT),

-2004: mai ‘e ot ddal-Vol’rage on (m,?
k)-firm system (CASES)

~ 2005:

2006: dual- pr'ocessor' faul‘r tolerant sys‘rem (ASAP)

2007: _ AHS), multi-core sysTem schedulmg (McSoC)
2013 | |
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. Our Wor'k on Low.Power-DVFS '

( 1997 varlable vol’rage processor' schedulmg

| 1998: M.S. thesis, Variable voltage system (DAC), comimunication
pipeline (ICCAD) real-time scheduling (RTSS). .- ~

| _'ZOOO Quality-energy tradeoff (ISLPED)
2001: limit of energy saving by DVFS (ICCAD)
- 2002: secure sensor network (ASAP).

- 2003: multimedia system (ASPDAC, RSP' DACQ), probablhs’rlc desugn-
' (DAC), multi- processor' schedullng (EMSOFT) vol’rage set- up -
(ICCAD) .

2004: performance gain vs energy savmg (ISCAS) dual vol’rage on (m
- k)-firm system (CASES) | _

~ *2005: parallelism on multi-protessor (ASPDAC) :

2006: dual-processor fault-tolerant system (ASAP) -
| -2007: leakage aware DVS (AHS), multi-core sysTem schedulmg (McSoC)
0 2013: ’rempem’rure aware DVS (ASAP) -
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Solution: Feasible DVS System '

So

Sy
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# Change voltage only when necessary

¥ Change at the maximal rate . .
% Time(s) when voltage changes is calculable

L. Yuan and 6. Qu. "What Is the Limit of Energy Saving by Dynamic Voltage Scaling”,

ICCAD'2001 .



( VolTage Set- up Problem

¥ For a muh‘nple voltage DVS sysTem to
serve a set of applications {(e;, d;, p))-
i=1, 2, ..., n} without missing their
deadlmes where e.:: execution time d:
deadline, p;: probabull,’ry d; occurs.

“# if the system has m voltages {v;, v i
determine the value of each v; to minimize
the average energy consumption.

r determine m and the value of each

S. Hua and 6. Qu. "Approaching the Maximum Energy Saving on Embedded

Systems with Multiple Voltages”, ICCAD'2003 .



Information on Two Applications

Execution

Application Deadline Time Probability

| 9 003 | 3.0564
A 10 4 018 - | 18124 |
Jui 0.39. - |.1.6516

B 6 004 . | 26888
3 q :4 _ ;Q.1Q - 2.;0669:
< 012 |1.7479

2" o‘.14- 1 4176-

S. Hua and 6. Qu. Vol‘rage Setup Problem for Embedded Sys‘rems wu‘rh Multiple
Voltages”, TVLSI'2005 .




DVS Systems

| fixed-voltage

Voltages

3.0564 -

_Reference Systems

Energy

129536

1 11763
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DVS with OpTimal Vol’rage‘:,Se’r—u‘ps

vs. fixed-

vs. Ideal
voltage

DVS Systems  Voltages Energy

| fixed-voltage | 3.0564 | 29536 | - | +I5L1%

| dual-voltage | Y'gipy | 13833 | -532% | 176%

| 3-voltage zoeaa,: 12337 | -s82% | va9%

- 4-voltage ). 13119'_-" L2071 | -991% | s26% |

_I'ideal:‘ | bzl o 2= | _:_1.17'63' . - _ | __
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Circuit Timing Issues by DVS

i Egc middle logic elements Egg Circuit; Output
1 t Si | I S F LS
by e : > Isrc Osrc ': i - ldst Odst Slgnal —>
1
= |
»=>clk 1 : »=>clk
3 .
Clock Signal | | : bl
1 rF N v AIL
Clock pulse
0—
1 i
I (1—0) 1 ]
o : '
1 — :
O, (1—0) ! i
o ;
— [
Idst(l_.o) 0 i |> g
| : P <l
Ous(1—0) - Lsrc Tiltransfer T Isetup =ilclk
Y : : : : Y
- i Tclk T > :
i Tsemljl
r_ TSI’C o Ttransfer TdSt

P. Qiu, et al, "VoltJockey: Breaching TrustZone by Software-Controlled Voltage

Manipulation over Multi-core Frequencies”, CCS'2019.



Multi-core DVFS Framework

Base > CPU Core 0 |+ Base
voltage X ) frequency

—> CPUCorel [—

Voltage regulator > — Frequency regulator
| Voltage multiplier ( Frequency
register 1 CPU Core N multiplier register
e e mnen e n e e e e e e e e e e e A A A RS AR A A A KK AN EEEERGEREERSEERERGEEEEREEEE, ... .................................... _.[-: é.e.l.".l;:..l.r.e.
' Vendor device driver [+ DVFS driver [~——O Frequency scaling '
Keruel Software :

...............................................................................................................................................................................................................

# Ideal: each core has its own vol’rage and frequency
kS Realn‘y all cores shar'e the same V and F
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DVFS Working Flow

+ DVFS driver selects pr'oper V and F
¥ Vendor device driver changes V and F registers
¥ V and F registers alter the regulator outputs

Software

(2) Vendor device driver |+

Processor states

(1) DVFS driver [+— Governor model

Voltage
output

-

[ (3)Voltage register

A

D
Voltage Regulator

—‘ Base
G ) Frequency . >

-

.

(3) Frequency register ]

Frequency
output

Base ‘/

voltage Frequency Regulator

-

Hardware




| Overview of VoltJockey

# The a’r’racker pr'ocedur'e and vuc’rlm pr'ocedur'e are
~executed on different cores. P |

# The victim core has a high fr'equency bu’r all ’rhe
©other cores have a low frequency. |

SN EED EED EEE B EED EEE EEE BN EEN EEE BN EEN EEN EEE EEN EEN EEN EEN EEE EEN EEN EEN EEN EEN EEN EEN EEN EEN EEN EEN EEE EEE BN EEE BN B B E

s Y
: i Vietim Procedure--—---—---—----—-----1

:' Victim Core ! ; o _ _ ! ':
i Fr---—-—------—--3iClm runcuon--------—----—4 |

| ! | ! I

: Cache Lavout Codes before!  Codes Eud_ﬂs_aﬂ:ﬂr | Cﬂdas after | 1

| | Processor States |--{  Victim i bt victim 1 Victim :

| Core Voltage Function | victim codes | codes Function I

1 | 1 i ]

: Waiting for :
Setting Vic tji Previous

Environment . elay
T Function =

Attack Procedure

-1 Dr. Gang Qu (ga,ngqu@umd.edu)- Thed - 19



FauIT InJec‘rnon ATTacks

|

¥ DVFS is an effec’rlve way to generaTe faults

. ¥ The challenge is when and where ’ro create.
the faults

Plain text Plain text Key Plain text Key Plain text

AES Round 1-6 AES Round 1-6
Encryption Encryption ; ﬁ; .
algorithm algorithm _ AES Round 7 Fault
Fault ] .l, One single-byte error

Induction
l l AES Round 8-10 AES Round 8-10

Fault free Faulty i | i |
cipher text cipher text Fault free Fault free

cipher text cipher text

C Analysis D | C Analysis :

Dr. Gang Qu (gangqu@umd.edu) 20



Short History of VoltJockey

Decamber 2019

June, 2019
May 2017 Accomplished attack on Intel confirmed VoltJockey &
Started the VoltJockey Intel SGX published CVE-2018-11157
research * «ure 2018, Submitted paper = AlsianHost 2019 be the first
to AsianHost official -..-Emue to publish the
| n * Aug. 2-5'19 Reported to Intel paper
—$ -
Sep. 2017: | _:3 .
collaboration ;
with UMD ¢) February, 2018
Accomplished attack CCS 2019 publishad
Voltlockey on ARM

on ARM TrustZone

+ Fab 2019, Submitted paper to

IEEE S&F
+ May 2078, Submitted paper
to ACM CCS5: DEMO an

HOST

&2

Vult.lnnkey

h‘r‘rp //cpu cs. ‘rsmghua edu. cn/
2l
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[voltsockey.

mpact
uccessful exploitation of this vulnerability could lead to disclosure of
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Vulnerability Scoring Details

CVE Score
CWE-2019-11157 7.9 (HIGH)
Session 2A: Side Channels | CCS "19, November 11-15, 2019, London, United Kingdom

VoltJockey: Breaching TrustZone by Software-Controlled
Voltage Manipulation over Multi-core Frequencies

Pengfei Qiu'??, Dongsheng Wang'?, Yongqiang Lyu?*, Gang Qu’

. We validate VoltJockey on an ARM-based Krait processor
by breaking AES and RSA in TrustZone. The experiments
successfully obtain the encryption key of AES and load un-

~trusted applications into TrustZone by invalidating the RSA

verification.

eshSec Lab < - Dr.Gang Qu (gangqu@umd.edu) - = | 322



VoltJockey

Impact
Successful exploitation of this vulnerability could lead to disclosure of
ensitive information, addition or modification of data.

L

Vulnerability Scoring Details
CVE Score

CWVE-2019-T1157 7.9 (HIGH)

VoltJockey: Breaking SGX by Software-Controlled
Voltage-Induced Hardware Faults

Pengfei Qiul?3, Dongsheng Wang!?, Yonggiang Lyu?*, Gang Qu?
2y We propose a hardware fault attack based on our devel-
oped kernel module. To the best of our knowledge, unlike [l ®
the existing attacks on SGX., this is the first fault injection
attack that does not rely on any software vulnerability. l n e
3) We apply the proposed attack on a commercial Intel pro- :
cessor with AES running in the enclave and successfully
obtain the encryption key.

eshSec Lab ~ Dr.Gang Qu (gangqgu@umd.edu) - = 123



Lightning

Lightning: Striking the Secure Isolation on GPU Clouds
with Transient Hardware Faults

Voltage Management System ’
Power Source (..:_“j]-;f-l}l?l:ll;ls:‘ Voltage and - % g - 3 : — ;
75W Y Frequency Scaling ’ ‘ d
PCIe Port ~ . : i e
.'\olmge l
~=—"" NVIDIA.
3 Nvidi . . g .
Connectors <_| D:n; - . . . ' !
sy
Frequency Source 100 TVoltage GPU Chip //Attacl-cerProcedu.re\\ /_ DNN Model \
_ MHz| - E ) Nvidia-smi b (Executed on CP1T) (Executed on CPU)
. Paeégfgmce ; Freq. /~ . . - _ |@ Safe Voltage and Freqney
On-board hr'i_]iz E @ / Matrix C'om.putaticu\\ Matri Hidden Layers
p /( lock Divi . A -+ @ @ Timing (Executed on GPU) Op;:;:m |
Selector \ Frequency Regu]mor/) i | &Position ® Low Vot B || o [Bu-- [Bu *“_ I:II:I
| p— | ow Volt. | P94 = 77 Wiong
, ; Rulnerability ! or High Freq | ——— + Result —
i Frequency Management System Yuneranitity : '4|‘_" \ ;’ittion Ll j.“—' o] L Res
e We propose the Lightning, the method based on DVES | @safevor | oL
. and Freq. il ks : -
faults which not only degrades model accuracy, but also ) recorer = ERE ) (et )
leads the model to misclassify inputs to our desired )
" inference output (targeted attack). _ Figure 3: The exploitation of the DVFS-related defects.
The exploitation procedure takes four steps to complete
|;l T ‘- - T B 3 T T 3 3 W 3 .
o We verify the me_thod on three commodity Nvidia GPUs the process: () configure CPU and GPU with a safe volt-
and show that Lightning can reduce CNN accuracy on age and frequency; (2) wait for the fault injection points;
MNIST, CIFAR-10, and Yale face data sets by 64.5% @) create low-voltage or high-frequency glitches to induce

faults into the GPU:; (@ recover the safe voltage and fre-

on average, and achieves a 67.9% success rate for the
quency for the GPU.

targeted attack on Lenet-5 model.
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DVS for Device Authentication

(d) () (7

M.T. Arafin, M. Gao, and 6. Qu, "VOLtA: Voltage Over-scaling Based
Lightweight Authentication for ToT Applications”, ASPDAC'2017.




‘What is Model Inversion Attack?

@

F
. . P hd | e s
input images ™ L O - classification™
training images O - '::} one-hot vector
®
Algorithm 1 Inversion attack for facial recognition models. C\. C_ ™
= y

1: funection MI-Face(label, o, 3, 4. A)
2: (%)= 1 — frape(x) + AUXTERM(X)

3 X0+ 0 ' (:}OO

4: fori+— 1...0do
e X; +— PROCESS(x;_1 — A Ve[xio1))
fi: if c(x;) = max(elx;—1)....,c(x;—5)) then
" break 000
H: if c{x;) <+ then
G break
10): return [arg min, (e(x;)), mins, (c{xi))] '
' reconstructed IMages

M. Fredrikson et al, Model Inversion Attacks that Exploit Confidence

Information and Basic Countermeasures, CCS, 2015.



( What is Model Inversion Attack?
 ~ -._ﬁ: Tr'di.ni_ng'da‘ra:-bz&w imagés of 40p o Opl_e.:' |

L1 LY
. \ - S~ L " e - ;‘-.— iy i 4 3 : i / | ” i j 3 .~ oy IZ!. -
‘ 4 ) f o " i : 4 .

M.T. Arafin, Q. Xu, and 6. Qu, "MIDAS: Model Inversion Defenses using an
Approximate Memory System", AsianHOST 2020.




-MIDAS Approach
APPPOX 'mﬂf@ e T |

Def Voltage/F l'L-.]lanL\
memo r'y SYSTem S MeOTY Main Memory
controRer ppln\lm e data

Modification

ewbw

Model Inversion Attack

Different

X Similar

M.T. Arafin, Q. Xu, and 6. Qu, "MIDAS: Model Inversion Defenses using an
Approximate Memory System", AsianHOST 2020.




( Protection with MIDAS

Y+ Training data: béw images of 40 peaple.

M.T. Arafin, Q. Xu, and 6. Qu, "MIDAS: Model Inversion Defenses using an

Approximate Memory System", AsianHOST 2020.



( Conclusion

DVFS will evolve, but will not die

- % More applications, devices, greedy human -

‘hature - higher power/energy demand
% Security and privacy are emerging
+ CLKscrew, Plundervolt, VOL Tpwn

= cover channel (DVF Sspy)
+ side-channel attacks (PLATYPUS)

% Holistic approach is needed:
.t Circuit, memory, architecture, OS,
application, networking, human, ...

@a;
eshSec Lab @ Gang Qu (gangqu@umd.edu)
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_ (VolfJockey+ Lightning -

Impact -
Successful exploitation of this vulnerability could lead to dj =
sensitive information, addition or modification of data. .

Vulnerability Scoring Details

= FIVIDIA.

CWE-2019-11157 7.9 (HIGH)

7

\VoltJockey

- P. Qiu, D. Wang, Y. Lyu, and G. Qu, "VoltJockey:

- Breaching TrustZone by Software-Controlled
Voltage Manipulation over Multi-core
Frequencies"”, CC52019. '

~ P. Qiu, D. Wang, Y. Lyu, and 6. Qu, “VoltJockey: -
- Breaking SGX by Software-Controlled Voltage-
Induced Hardware Faults”, AsuanHOS'|”2019
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