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The Walls in High Performance 

Memory/Bandwidth wall (1990’s)
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https://slideplayer.com/slide/14465936/
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The Walls in High Performance 

Memory/Bandwidth wall (1990’s)

ILP wall
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http://www.cs.cmu.edu/afs/cs/academic/c
lass/15828-s98/lectures/0112/sld012.htm

https://www.edn.com/future-of-computing-
part-3-the-ilp-wall-and-pipelines/
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The Walls in High Performance 

Memory/Bandwidth wall (1990’s)

ILP wall

Power wall

Big data

AI/ML

IoT

…
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http://15418.courses.cs.cmu.edu/spring2017/
lecture/whyparallelism/slide_035
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Non-Volatile Memory

NVM: retains stored information 

after power is removed.
Magnetic-core memory, flash memory

Ferroelectric RAM; Magnetoresistive

RAM, spin-transfer torque (STT), 

memristive; Phase-Change RAM, FeFET memory …  
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Non-Volatile Memory

NVM: retains stored information 

after power is removed.
Magnetic-core memory, flash memory

Ferroelectric RAM; Magnetoresistive

RAM, spin-transfer torque (STT), 

memristive; Phase-Change RAM, FeFET memory …  

Addressing the power wall … 

What about the memory/

bandwidth wall?

What about the ILP wall?
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Processing Near-/In-Memory
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PIM-based IPUs
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Tensor Processing Unit
AI accelerator
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RRAM-based Logic Operations

Dr. Gang Qu  (gangqu@umd.edu) 9
Z. Lu et al. RIME: A Scalable and Energy-Efficient Processing-In-Memory 

Architecture for Floating-Point Operations. ASP-DAC 2020.
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PIM with STT-MRAM

A typical STT-MRAM cell

With different reference current, 
logics (AND, OR, …) can be implemented. 
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Common PIM Operations
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T. Arafin and Z. Lu: Security Challenges of processing-in-memory

systems, GLSVLSI 2020.
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Hardware Security Lessons

Cache/memory side-channel

Fault injection
Rowhammer

Clkscrew

VoltJockey

Memory leak
ThunderClap

Security must be considered during PIM 
design and implementation

Dr. Gang Qu  (gangqu@umd.edu) 12
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Vulnerabilities in PIM

Memory/storage 
Information leak: malicious read, physical 
feature, non-volatile

Memory corruption: exploit vulnerable code 
to access out-of-bound memory.

Denial of service: use contention to occupy 
the PIM controller

PIM
Cache/EM side-channel, fault injection, 
information leak …
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T. Arafin et al.: A Survey on memristor modeling 

and security applications. ISQED 2015.
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Security Opportunities by PIM

Data/process privacy

Secure “enclave”

Reduced side-channel 
leakage

Security related 
operations

Accelerator (e.g. PQC)

Lightweight security 
primitive

Dr. Gang Qu  (gangqu@umd.edu) 14



EDPS 2021

Dr. Gang Qu 8

eshSec Lab

Reduced Side-Channel Leakage

Traditional data transfer pattern

Dr. Gang Qu  (gangqu@umd.edu) 15
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Reduced Side-Channel Leakage

Data transfer pattern in SpinPIM

16

Increased operation types
Reduced data transfers 
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Memristor based Authentication

Key Concepts
Pulse-train

Shared secret is (converted to) a sequence of 
small/short pulses

Registration
Bob choses a random  sequence of pulses (pulse-train) 

Bob applies this pulse-train to a device Alice own

Alice saves the device’s response for later authentication

Verification
Alice verifies Bob by matching the device’s response to an 
applied pulse-train 

17Dr. Gang Qu  (gangqu@umd.edu)
M.T. Arafin and G. Qu. Memristors for secret sharing-based 

lightweight authentication, ICCAD’15, TVLSI’18
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Memristor based Authentication

Single user (Bob) authentication (ICCAD’15)
Registration

For the ith cycle in the pulse train (Bob’s password), store it in RRAM Pi

Assign Ri a random initial resistance level

Copy State (Ri, Pi)

Apply the ith cycle in the pulse train to Pi

Verification
For the ith cycle in the pulse train

Copy State (Ri, Qi)

Apply the ith cycle in the pulse train to Qi

Q_state = Read State (Qi)

P_state = Read State (Pi)

If (P_state and Q_state are the same) the ith cycle in the pulse train is 
correct

Else the ith cycle in the pulse train does not match Bob’s

Pre-condition (Pi, SPC-P_state)

Dr. Gang Qu  (gangqu@umd.edu)
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What is Model Inversion Attack?

Dr. Gang Qu  (gangqu@umd.edu) 19

M. Fredrikson et al, Model Inversion Attacks that Exploit Confidence 
I. Information and Basic Countermeasures, CCS, 2015.
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MIDAS Approach

20Q. Xu et al. Model Inversion Defense using an Approximation Memory System, AsianHOST 2020.

Model Inversion Defense with Approximate 

memory system 



EDPS 2021

Dr. Gang Qu 11

eshSec Lab

Conclusions

High performance

Low power

Security, privacy, trust

Non-volatile memory and PIM
New attacking surface

New security primitives

PIM is not for all applications

Dr. Gang Qu  (gangqu@umd.edu) 21
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Thank you!
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Xueyan Wang: Beihang University
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