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The Walls in High Performance
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The Walls in High Performance

K Memor'y/ Bandwnd‘rh wall (1990 s)
¥ ILP wall ‘
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The Walls m ngh Perfor'mance

o Memor'y/ Bandwnd’rh wall (1990 s)

% ILP wall
Dynamic power o< capautwe load x v.rtlltagla2 x frequency
ﬁ" Power‘ wa I I Static power: transistors burn power even when inactive due to leakage
& o High power = high heat
: bl o Power is a critical design constraint in modern processors
¥ Big data L
, : ) Intel Core i7 (in this laptop): 45W
-“: A I/ M L 5% Intel Core i7 2700K (fast desktop CPU):  95W
‘ d ; NVIDIA GTX 780 GPU 250W
e . Mabile phone processor V- 2W
¥ToT .

World's fastest supercomputer ~ megawatts

Standard microwave oven 700W
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Non-Volatile Memory

\ 1rk\C:NVM: refains .s’roﬁed inforrﬁa’rion

after power is removed..

Currem ma) ~

= Magnetic-core memory, flash memory
= Ferroelectric RAM; Magnefor'esshve
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RAM spin-transfer torque (STT), T ol
memristive; Phase-Change RAM, FeFET memor'y

2006 2016 2026

Toggle-MRAM

SOT-MRAM

SOT+STT
35 ns <500 ps <100 ps
65 nm il 7 nm
100 pJ/bit 5

5 nm
100 fJ/bit 10 fJ/bit

SOT +VCMA

1.0

1@ k2 Wha‘r abou‘r the ILP wall? |

Non Volahle Memory

'S NVM: retains s’rored mforma’ruon o

after power is removed..

= Magnetic-core memory, flash memor'y
= Ferroelectric RAM; Magnefor'esshve

Currenl mA)
N o N »

—al

.0
Voltage (V)

memristive; Phase-Change RAM, FeFET memor'y
# Addressing the power wall .

¥ What about the memory/ iy
bandwidth wall? a —

RAM, spin- ~transfer ‘ror'que (STT), a5
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Processing Near-/In-Memory
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PIM-

base_d i.IPUs s

CPU = Scalar
Designed for office apps
Has evolved for the web

GPU = Vector
Designed for graphics
Has evolved for HPC

IPU = Graph 4
Designed for intelligence
The future of computing

Tensor Processing Unit
‘AT accelerator
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RRAM-based Logi.c Opér*_a’riohis

GND- Vo " GND
|

s

PIM with STT-MRAM

% A typical STT-MRAM cell 1

¥ With different ;r'e'fer'ence current,
logics (AND, OR, ...) can be implemented.

L
J
|
¥
TAN
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Common PIM O_pém’riohs_

Type Operation

Memory Bulk Load, Store
Row-clone [27]
Arithmetic Integer addition, multiplication [39]

Floating point addition [1]

Integer increment [1]

Integer min [1, 8]

Matrix Operation | Dot product, Euclidean Distance [1]
Convolution [7, 30]

- | Logic AND, OR, NOT [29, 36]
IMPLY [38]
Minority [32]
Algorithmic Hash table manipulation [1]

Pointer C‘hasmg [ 10]

Har'dwar'e Secur'l‘ry Lessons

% Cache/n memory side- channel

% Fault injection
- # Rowhammer
1- Clkscrew
r VoltJockey - o \Vo
# Memory leak ' '
+ ThunderClap

_——
Securl’ry must be considered during PIM
desugn and |mp|emen’ra’r|on

THUNDER ~ CLAP
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Vulnerabilities in PIM

% Memory/ s’romgé

= Information-leak: malicious read, physical
feature, non-volatile

= Memory corruption: exploit vulnerable code
To access out-of-bound memory.

= Denial of service: use contention to occupy
the PIM con‘rr'oller'

S PIM

r Cache/EM side- channel faul'r mJec'non
information leak ...
T. Arafin et al.: A Survey on memristor modeling

oc |L.ab and security applications. ISQED 2015.

Security Opportunities by PIM

% Data/process privacy o
¥ Secure "enclave” - —
¥ Reduced side- channel |

leakage S | c:: s ——
¥ Security related ” = “m m
OperaTionS : | CPU |9 CPU h CcPU g

+ Accelerator (e.g. PQC) _t 1 $
r Lightweight security EI«» e | Y e | PO

primitive ) $ !
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Reduced Side-Channel Leakage

« Traditional data transfer pa’r‘reﬁn

CPU Cunvcmlonal STT-

MRAM Array
- pl Add - .
Addr.
Read/Write
che “Data: Data_opl, Data_op2, |
Data_result

>>>>)
Operation Delay (ns) Energy (fJ)
Read ‘1’ 0.6 8.611
Read ‘0’ 0.6 7.669
Write ‘17 4.4 233.300
Write ‘0’ 33 191.400

oc |L.ab Dr. Gang Qu- (gangqu@umd.edu) 15

# Data transfer pd‘r’rer*n in SpinPIM

CPU SpinCIM-enhanced STT-

MRAMArray
 Cowd B nk N /7\
ntrc )
\/
T Addropl, Addrop2, pl Add - op2.
Read/Write/CimNOT/

/Re d dDam b CimAND/CimOR/CimNAND/

e Spi = ClmNOR/ClmXOR/ClmADD

Reduced Side-C_hdnneI Leakage

Operation Delay (ns) Energy (f))

Read ‘1’ 0.63 22.69

Read ‘0’ 0.67 23.85 3

Write ‘1’ 4.40 244.64 ' Y .

Write ‘0’ 3.30 202.70 Incr‘easedopef‘a"'lon TYPCS
CimNOT 0.60 22.20 A >
cmot 000 2% Reduced data transfers
CimOR 0.53 22.90

CimNAND 0.45 18.89

CimNOR 0.45 21.00

CimXOR 0.53 26.34

CimADD 0.53 26.32 16
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Memri?is’ror?-based-Au’rhen’rica’rion

% Key Concepts
+ Pulse-train -

= Shared secret is (converted ‘ro) a sequence of
small/short pulses

‘= Registration

= Bob choses a random sequence of pulses (pulse- Tr‘am)

= Bob applies this pulse-train to a device Alice own

= Alice saves the device's response for later auThem‘ucahon
“r Verification ‘ ‘

= Alice verifies Bob by ma'rchmg the devuces response To an
apphed pulse-train

e

Memris’ror'-based -Au’rhen’ricq’rion

Single user (Bob) authentication (ICCAD'15)
# Registration
= For the ith cycle in the pulse train (Bob's password) store it in RRAM P,
= Assign R; a random initial resistance level '
= Copy State (R;, P) ; % % % % R

= Apply the ith cycle in ‘rhe pulse train to P ;
4% Verification By B Sy I B B

= For the ith cycle in the pulse train % % % % % %% % % % %% P
= Copy State (R, Q) ‘

Apply the ith cycle in the pulse ‘rr'a intfo Q- fleJLrle e fLrLoL e fL
Q_state = Read State (Q) ‘ : %%%%%%%%%%%% Q'
P_state = Read- State (P)) ‘

If (P_stateand Q_state are the 'same) the it cycle in the pulse train is
correct

"Else the ith cycle in the pulse train does not match Bob's
v Pre-condition (P;, SPC-P_state)

W oo oW,

L g
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What is Model _Ihve‘rs_id-h Attack?

. classification™
one-hot vector -

. input images ~ —
training images —

MIDAS Appr'oach S
Model Inver'suon Defense wn“h Appr'oxlma’re
memor'y system

EDPS 2021
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Conclusions

ﬂ:High performante
¥ Low power _
¥ Security, privacy, trust

% Non-volatile memory and PIM
-~ New attacking surface
. New security pr'lmmves ‘ '
= PIM is noT for all GPPIICOTIOHS

oc L.ab Dr. Gang Qu- (gangqu@umd.edu) - . 21

‘Thank YOu!.‘
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Qian Xu: UMD
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