
© 2021, Amazon Web Services, Inc. or its Affiliates.

Designing for Trust in a Zero-Trust World
Perspectives from the Cloud

EDPS

November 4 2021

David Pellerin

Head of Business Development, Semiconductor Industry

Amazon Web Services



© 2021, Amazon Web Services, Inc. or its Affiliates.© 2021, Amazon Web Services, Inc. or its Affiliates.

Working backwards from 

customers leads to rapid 

innovation

This includes semiconductor 

technologies

Amazon develops and uses 

semiconductor devices for:

• AWS data center infrastructure

• Amazon fulfillment centers

• Consumer devices

• Robotics and AI

• Space/satellite infrastructure

• Autonomous vehicles

• And more

We value our semiconductor, EDA, 

and IP industry partnerships
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Why build our own chips?

Security

Innovation

SpeedSpecialization
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Amazon.com – industrial automation at-scale

Globally, we have more than 200 fulfillment 

centers and more than 100 sort centers 

We have opened more than 50 robotic 

fulfillment centers around the world

Amazon currently uses the help of more than 

350,000 robotic drive units around the world

Customers are using hundreds of millions of 

Alexa-enabled devices 

4



© 2021, Amazon Web Services, Inc. or its Affiliates.

You can’t optimize what you can’t measure

You can’t measure what you can’t connect
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Edge-to-cloud continuum for industrial IoT and AI

FreeRTOS

Availability

Zones (AZ)Points of 

Presence (PoPs)

Regions

On-premises 

facility

AWS Cloud
End-to-end:

• Security

• Development

• Deployment

• Management

Local Zone

AWS Snowball 

Edge

AWS Wavelength

AWS Outposts

AWS Edge ✓ Reduce Latency

✓ Integrate with a broad set of cloud services and edge specific capabilities

✓ Reduce cost of development with single programming model

Public mobile 

infrastructureAWS IoT 

Greengrass

AWS RoboMaker

AWS IoT SiteWise

ML at the Edge 

(Amazon SageMaker)
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Focusing on Cloud – silicon needs for Amazon Web Services

25 geographic regions

A region is a physical location in the 

world where we have multiple 

Availability Zones

81 Availability Zones and 8 Local Zones 

Distinct locations that are engineered to 

be insulated from failures in other 

Availability Zones Network

AWS offers highly reliable, low latency, and high 

throughput network connectivity. This is achieved with 

a fully redundant 100 Gbps network that circles the 

globe.

AWS provides highly reliable, scalable, low-cost infrastructure in 25 global regions, powering millions of 

businesses in over 190 countries around the world. Offering over 200 fully featured services.
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Powerful and efficient server chip 

for modern applications

Machine learning hardware and 

software at scale

Cloud hypervisor, network, 

storage, and security

100% Developed in AWS Cloud, for AWS Cloud

Examples of AWS custom silicon

AWS Nitro System AWS Graviton2AWS Inferentia
AWS Trainium
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AWS advanced systems-on-chip (SoC) journey

We benefit from secure, cloud-based supply chain collaboration 

for SoC and system development

Amazon Annapurna Labs example – similar cloud-based methods are used by 

other Amazon semiconductor teams

2011… 2014-2015 2016-2019 Today
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SoC development: a data-driven, collaborative approach 

Design Specification
Design 

Verification
Synthesis

Physical 
Layout

Physical 
Verification

Power/Signal 
Analysis

Tape out/
Manufacturing

Silicon 
Validation

Front-end Design and Verification

• Design Capture
• Design Modeling

Back-end Verification Production and Test

Simulation
• Functional
• Formal
• Gate-level
• Mixed-signal

RTL Synthesis
DFT Insertion

W
o

rk
lo

a
d

s

• Floorplanning
• Placement
• Routing

• TCAD
• OPC/Metrology
• Yield Analysis
• Sort
• Assembly

• LVS/DRC/ERC
• Extraction
• Timing
• IP/library char

• Chip Tests
• Wafer Tests
• Failure Analysis
• Field Tests

• Power
• Thermal
• Signal Integrity

P
h

a
se

• Globally distributed design teams

• Incorporating EDA tools and IP 

from 3rd-party partners

• May include the use of external, 

contracted design staff

• Massive compute requirements 

for chip verification

• May be performed by 3rd-party 

design and verification service 

companies

C
h

a
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c
te
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st
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s

• Requires close collaboration 

with fab and OSAT partners

• Computational lithography

• Big Data analytics

• AI/ML and IoT

Semiconductor flows require high performance computing and storage, and 
orchestration of many diverse tasks with complex dependencies
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Fabrication, third-party IP 

providers, collaborators

On-Prem Data Center AWS Snowball

AWS Direct 

Connect

On AWS, secure and well- optimized 

EDA/CAE clusters can be 

automatically created, operated, and 

torn down in minutes – and 

enhanced with AI/ML

EDA/CAE infrastructure deployed on Cloud

High performance 

compute and 

storage, with proven 

success for EDA 

workflows

INTELLIGENT AND SCALABLE EDA/CAE IT STACK

AWS Cloud

Virtual Private Cloud on AWS

Job Master

Login Server

Directory Services

Remote Desktop

License Manager

User Access

Infrastructure Support

Compute

Storage

EC2 and Auto Scaling 
Amazon EC2

Spot Instances
Containers

Home FS (EFS) Local diskScratch space

Amazon S3 and 

Amazon Glacier

Machine Learning 

and Analytics
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IC/SoC development: a data-driven, collaborative approach 

Design Specification
Design 

Verification
Synthesis

Physical 
Layout

Physical 
Verification

Power/Signal 
Analysis

Tape out/
Manufacturing

Silicon 
Validation

Front-end Design and Verification

• Design Capture
• Design Modeling

Back-end Verification Production and Test

Simulation
• Functional
• Formal
• Gate-level
• Mixed-signal

RTL Synthesis
DFT Insertion

W
o

rk
lo

a
d

s

• Floorplanning
• Placement
• Routing

• TCAD
• OPC/Metrology
• Yield Analysis
• Sort
• Assembly

• LVS/DRC/ERC
• Extraction
• Timing
• IP/library char

• Chip Tests
• Wafer Tests
• Failure Analysis
• Field Tests

• Power
• Thermal
• Signal Integrity

P
h
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se

Security – Traceability – Innovation – Resilience

C
h

a
ra

c
te

ri
st
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s

Insights through data Insights through data

Machine Learning 

and Analytics
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Optimizing the semiconductor supply chain

• Security - Accelerate and secure semiconductor supply chains using state-of-

the-art, cloud-native technologies for design, verification, wafer production, advanced 

packaging, and AI-informed supply chain risk management

• Traceability - Enable quantifiable assurance and traceability with data-driven, 

state-of-the-art methods already proven in other critical industries, with full lifecycle security

• Innovation - Address the unique needs of the semiconductor industry

including both commercial and government goals for security and rapid innovation in 

advanced node SoC, as well as RF and opto-electronics

• Resilience - Accelerate innovation pipelines by modernizing R&D using secure, 

well-governed design and verification environments in pursuit of a robust, sustainable industry
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Design

Data

EDA

Tools

IP Libraries

Wafer

Fabrication

Next Gen 

Connected Devices

Assembly 

and Test

Customer

Specifications

Supply chain security and intelligence

Project

Data

Smart Design Smart Fab Smart ProductsSmart Verification

Accelerated and secured by cloud

Bridging the semiconductor supply chain with data

Software and 

Firmware

Design and 

Verification

Mechanical 

Design
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Cloud Enables Secure Collaboration
Use-cases throughout the supply chain

EDA/IP
collaboration 
cloud chamber

Yield analytics 
cloud chamber

Foundry IP 
merge 
cloud chamber

Digital twin
cloud chambers

EDA vendor
secure cloud 
chamber

IP or Design 
Services provider 
secure cloud 
chamber

Semiconductor or 
PCB design team 
secure cloud 
chamber

Design Team

Equipment 
provider
secure cloud 
chambers

Foundry/OSAT
secure cloud 
chamber

Foundry/OSAT

PDK

GDSII
IP

Curated OT and 
machine data

Updated ML 
models

Collaboration
Chambers

Single Tenant

Chambers

Tools
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Creating a Secure, “Zero Trust” Design Environment

On-premises Network AWS Cloud

AWS Direct 

Connect

AWS Transit 

Gateway 

Router

Scheduler

Compute cluster

License Server

Storage

AWS Directory 

Service

Trusted (with Least Privilege) Role

BYO NFS 

Server

Amazon FSx

for Lustre Amazon Simple 

Storage Service

AWS Storage 

Gateway

Amazon 

Elastic File 

System

VPC Endpoints

AWS IAM Amazon GuardDuty Amazon Inspector AWS Systems 

Manager

Amazon CloudWatch

AWS CloudTrail

Region

First-Party Design Chamber

VPC Flow logs

Internet Proxy

Remote Desktops

Office Subnet

Lab Subnet

Lab Equipment

Internet gateway

Users

1st Party

Amazon Macie

Next step… collaborate…
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Secure Collaboration

On-premises Network AWS Cloud

AWS Direct 

Connect

AWS Transit 

Gateway 

Router

First-party Design 

Chamber

Office Subnet

Lab Subnet

Partner VLAN

First-party + ISV 

Collaboration 

Chamber

Design Services 

VPC

ISV VPC

Design Services 

Network

ISV Network

VPN or AWS 

Direct 

Connect

VPN or AWS 

Direct 

Connect

Users

Lab Equipment

1st Party 3rd Party

Partners

Partners

Amazon S3

Amazon S3

First-party + Design 

Services 

Collaboration 

Chamber

Many use-cases
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Collaboration Chamber

On-premises Network AWS Cloud

AWS Direct 

Connect
AWS Transit 

Gateway 

Router

Scheduler

Compute cluster

License Server

Storage

AWS Directory 

Service

BYO NFS 

Server

Amazon FSx

for Lustre Amazon Simple 

Storage Service

AWS Storage 

Gateway

Amazon 

Elastic File 

System

VPC Endpoints

AWS IAM Amazon GuardDuty Amazon Inspector AWS Systems 

Manager

Amazon CloudWatch

AWS CloudTrail

Region

Collaboration Chamber

VPC Flow logs

Amazon Macie

Internet Proxy

Remote Desktops

Office Subnet

Lab Subnet

Internet gateway

Partner 

VPC

Remote 

Desktop 

Endpoint

NLBRemote

Desktop 

Endpoint

Parter Role

Partner Remote

Desktops

Partner VLAN

Lab Equipment

Users

Partners

Use the full range of security services

Trusted (with Least Privilege) Role
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AWS Cloud FoundryOn-Premises data center

Contract manufacturing, 

packaging, and test

IP Provider

Design & Verification VPC

Collaboration VPC:  Test and regressions

Connection and

data transfer to

and from AWS

Collaboration VPC:  Wafer yield analysis

Independent software vendor (EDA tools)

Next gen connected devices
Collaboration VPC: Manufacturing and 

product feedback 

Administer AWS

Infrastructure

AWS VPN

Design 

data

NFS Servers

(Tools & Project)

AWS 

Snowball

EdgeD
a

ta
 I

n
g

e
st

Amazon S3

Data Lake

Amazon

FSx-Lustre 

Login

Server
AWS Direct

Connect
License 

Server
Scheduler

Server

Desktop

Client

Directory

Services

On-prem/AWS connections

Amazon

EFS

EC2 NFS 
Server

Instance Store

i3

en

EBS

Volumes

Amazon EC2:
Compute

Design 

data

Scheduler

Server

License

Server

Login

Server

AWS network

N       

Amazon EC2:
Remote Viz

Directory

Services

Global Access 

to workflows

and Remote 

Visualization

AWS Glue

Amazon Athena Amazon QuickSightAmazon Redshift

AI/ML 

Services

Standard Cell

and customized

IP libraries

Customer 

input 

Code

updates 

New

version

AWS VPN

AWS DataSync

AWS SFTP

GDSII File

Amazon S3 Wafer  Fabrication

Cut dies sent

for packaging

Products

Assembled product shipped 

to OEM or customer

5G

Mobile

Amazon S3

New libs/tools

AWS Lambda

for CI/CD

AWS

CodeStar

Edge

location
AWS IoT 

Greengrass

Equipment with

AWS IoT

Client 

UI

AWS IoT Core

Amazon

SageMaker

Amazon S3

Amazon 

DynamoDB

Amazon

SNS
AWS

Lambda

AWS Lambda 

Defect Prediction

Archival

data

AWS IoT

Greengrass
AWS IoT Sitewise

Amazon SageMaker

AWS IoT Core

AWS IoT 

Analytics

Equipment with

AWS IoT

AWS IoT

Greengrass

Kinesis

Secure Collaboration: enhanced with Data Lake and AI
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Why Cloud for the modernized semiconductor 
lifecycle and supply chain?

Increased collaboration with secure access to compute clusters, 

IP protection, and data brokering around the world 

Enables standardized traceability solutions across 
the entire semiconductor ecosystem

Data-driven Quantifiable Assurance with advanced 

analytics (AI/ML), multi-level security, and globally 

trusted edge locations

Innovation at 

Speed of Need

Supports innovation at scale for advanced and 
mature node design and manufacturing
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Thank You

https://aws.amazon.com/semiconductor

Under “Resources” link:

• White papers

• Blogs and articles

• Reference architectures


