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Background
• Cloud Computing (CC) refers to 

• Providing IT Services, Applications and Data 

• Using dynamically scalable pool(s)

• Remotely residing Resources

• Cloud provides financial benefits to users and providers

• But, Cloud presents Information security challenges 



Security importance

Top 5 Data Breaches of All Time

• Yahoo: 3 billion accounts in 2013.

• Yahoo: 500 million accounts in 2014. 

• Marriott: 500 million guests in 2018.

• Friend Finder Networks: 412 million 
accounts in 2016.

• Equifax: 146 million accounts in 
2017.



Security Problem Statements

Access Control
Rightful access to a computer system

Secure Communications
Data Transfer via open channels

Data Protection in Cloud
Run-time and after job completion

Multiple users on same compute node
Integrity of run-time programs
Performance / Job Time Completion
Licensing control

Large amounts of files transferred over public nodes
Large Transfer time will increase customer cost

Information theft - Fake login or indirect access
Footprints after job is done
Balancing protection with cost & performance

--

--

--

-- Considerations / examples



Security needs in a public cloud at each level

Platform hardware, BIOS, firmware, OS, drivers 

and APIs to their services.

Platform Middleware and Integration 

with its services

Applications 

and their APIs

SaaS Security boundary

IaaS Security boundary

PaaS Security boundary

SaaS (Salesforce, Netlfix)

PaaS (Google GCP)

IaaS (Amazon AWS)



Expansion
of attack surface

INDUSTRIALIZAT
ION

of hacking

Fragmentation
of solutions

Three Forces Impacting Data Center Security
Challenges in implementing, maintaining, and executing products and processes

Billions of connected 
devices and the

move to the cloud

Criminal sophistication 
and evolving intent
to get to your data

Thousands of products 
from hundreds of 

vendors
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Intel’s Data Center Security Strategy
Effective security is built on a foundation of trust

**No computer system can be absolutely secure 

IN-USEAT-REST

VISIBILITY/
CONTROL

TRUST

IN-FLIGHT

PROTECT THE DATA

SECURE THE PLATFORM

RESILIENCE

PERFORMANCE

WITHOUT
COMPROMISING



Intel Security Technologies 
are Rooted in Silicon
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 Enable advanced customer 

security protections and 
mitigations
1. Workload Integrity
2. Data Sovereignty 
3. Threat Detection 

 Silicon-based Root of Trust
 Built-in instructions for 

measurement and verification
 Fast, high quality random number 

generator
 Firmware assurance

Partner for optimized 
ISV security solutions

1 Build essential technologies 
into the platform

ENABLE with 
Intel Security Libraries

3

ROOTED IN SILICON, OUR SECURITY TECHNOLOGIES HELP CREATE A TRUSTED FOUNDATION

SECURE THE 
PLATFORM

TRUST



 Intel® AES-NI enhancements 
(from E5 v2) 

 Trusted Platform Module (TPM) 
2.0 support  

 Crypto Speedup (ADOX/ADCX)

 New Random Seed Generator 
(RDSEED)

 Supervisor Mode Access 
Prevention (SMAP)

 Virtualization exception (#VE)

 Intel® Advanced Vector 
Extensions 512 

 (SHA Multi-Buffer 
performance)1

 Intel® QuickAssist Technology 
(QAT) – Enhanced + Integrated

 Intel® Key Protection Technology 
(KPT)2

 Intel® Platform Trust Technology 
(PTT)

INTEL® XEON® 
PROCESSOR 

E5 V4 FAMILY 
(2016)

Intel® Xeon® 
Scalable Processor 

(2017)

2nd Generation 
Intel® Xeon® 

Scalable Processor
(2019)

INTEL® XEON® 
PROCESSOR 

E5 V3 FAMILY 
(2014)

Intel enables
DATA PROTECTION & KEY MANAGEMENT 

TRUSTED INFRASTRUCTURE

Previous features 
General Crypto Assists
Asymmetric/Symmetric 
Crypto Assists
Intel® Trusted Execution Technology (TXT)
Execute Disable (XD) Bit 
Intel® Data Protection Technology (Secure Key)
BIOS Guard (WS)
PCH-Dynamic Random Number Generator 
(RDRAND)
Intel® Platform Protection Technology
(OS Guard) - SMEP

 Intel® Security Libraries for Data 
Center (Intel® SecL-DC)

 Intel® Threat Detection 
Technology (Intel® TDT)

 Intel® Security Essentials

Hardware-enhanced Security 

1. per-core improvements
2.  with Integrated Intel® QAT + Intel® PTT 

BUILT-IN SECURITY TO PROTECT DATA (IP & CUSTOMER PRIVACY) + SYSTEM RESILIENCE 



Cloud Service provider investment growing

Source:  Synergy Research
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Hyperscale Data Center Capex ($B) Google tripled 

[capex] to $7.3B in 

Q1’18 – and the CFO 

says its not a ‘one-

off’

-Business Insider, 
4/23/18

$53B 1H’18 
+67% vs. 1H’17

Depending on Intel



A Trusted Platform Begins in Silicon
Ensuring a measured environment baseline with
Intel® Trusted Execution Technology (Intel® TXT)

• System boot stack gets crypto-
hashed before execution

• Hash values get stored in a Trusted 
Platform Module (TPM)

• Match to known-good values 
determines system trust status

• One-Touch Activation: OOB TXT/TPM 
remote discovery, enablement, 
activation independent of OEM/OS

2. Hypervisor measure 
does not match

POSSIBLE  
EXPLOIT! MATCH!

2. Hypervisor 
measure matches+

Server with TPM

3. OS and 
applications 
are launched,
known trusted

3. Policy action 
enforced,
known untrusted

1. System powers on and 
Intel® TXT verifies BIOS/OS

+

OSAPPS

SECURE THE 
PLATFORM

TRUST



Encrypting Data Throughout its Lifecycle
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IN-FLIGHT IN-USE

Existing New Frontier

Encrypt data moving across 
untrusted public/private 

networks

Protect/Encrypt data while 
being held in memory and 
processed for computation

AT-REST

Encrypt inactive data when 
in storage, database, etc



INTRODUCTION TO INTEL SGX
Went from concept to deployment within 12 months:
• Avoided NIH syndrome
• Technology reuse from another domain
• Adapt and run, to skip the crawl-walk stage.



Many Customers using Intel SGX…..

https://confidentialcomputing.io/



Future Challenges: Edge Computing Security Problems

• Definition of a Cloud has been expanding

• Perimeter defence is insufficient

• Fixed protocols for boundaries of security fail

• A fixed universal security policy is inadequate

• Components on Edges need to be adaptive 





Protect the Data Throughout its Lifecycle
Encryption at every stage

1Source: Thales e-Security Web Encryption Trends, 2017
(http://enterprise-encryption.vormetric.com/rs/480-LWA-970/images/2017-Ponemon-Global-Encryption-Trends-Study-April.pdf)

PROTECT
THE DATA

PERFORMANCE

Performance issues are a chief factor 
in encryption adoption
 Longer keys

 Complex algorithms

 Exponential data growth

Data In-flight

 Encrypted, secure transactions in 
e-commerce, banking, etc.

 Monitor/protect activities on the 
internal network

Data In-use

 Encryption options 
in applications 
secure information 
and protect 
confidentiality

Protected
Keys /

Performance
Engine

41%

59%

Companies without a consistent 
encryption strategy

Companies adopting consistent 
encryption strategy1

Data At-rest 

 Full disk encryption 
protects data at rest



Key Takeaways

All workloads should be secured on a trusted platform

All data should be protected through encryption throughout its lifecycle

Trust and encryption without compromising performance are possible with Intel Inside®


