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BACKGROUND

* Cloud Computing (CC) refers to
* Providing IT Services, Applications a
e Using dynamically scalable pool(s)
* Remotely residing Resources

* Cloud provides financial benefits

e But, Cloud presents Information security




SECURITY IMPORTANCE

cloud deci

Sigh) Private

-’17 Enterprise/SMB Surve )%

Top 5 Data Breaches of All Time
* Yahoo: 3 billion accounts in 201
* Yahoo: 500 million accounts i

* Marriott: 500 million guests in

* Friend Finder Networks: 412 million
accounts in 2016.

2 FRIENDFINDER

* Equifax: 146 million accounts in
2017.




SECURITY PROBLEM STATEMENTS  —-—>  CONSIDERATIONS / EXAMPLES




laa$S Security boundary Platform hardware, BIOS, firmware, OS, drivers

SECURITY NEEDS IN A PUBLIC CLOUD AT EACH LEVEL

Saa$ Security boundary e, Netlfix)

Applications
and their APIs

laaS (Amazon AWS)

and APIs to their services.



THREE FORCES |m pacting DATACENTER SECURITY

CHALLENGES INIMPLEMENTING, MAINTAINING, AND EXECUTING PRODUCTS AND PROCESSES

Expansion

of attack surface

Billions of connected
devices and the
move to the cloud

INDUSTRIALIZAT
ION

Phaskipg o @

110101010

= 011101011
- 00001110110
1011001

Criminal sophistication
and evolving intent
to get to your data

Fragmentation

of solutions

Thousands of products
from hundreds of
vendors




INTEL'S DATACENTER Security Strategy

EFFECTIVE SECURITY IS BUILT ON A FOUNDATION OF TRUST

SECURE THE PLATFORM

PROTECT THE DATA

**No computer system can be absolutely secure



INTEL SECURITY TECHNOLOGIES Siii?iol”é‘
ARE ROOTED IN SILICON

Partner for optimized
tions

Build essential technologies
iInto the platform

» Silicon-based Root of Trust

= Built-in instructions for
measurement and verification

= Fast, high quality random number
generator

" Firmware assurance

ROOTED IN SILICON, OUR SECURITY TECHNOLOGIES _



HARDWARE-ENHANCED SECURITY

2nd Generation

INTEI_ TRUSTED INFRASTRUCTURE Intel® Xeon®
enables "n ATA PROTECTION & KEY MANAGEMENT | Intel” Xeon® Rl Salijocessor
Scalable Processor (201 9)
INTEL® XEON® (2017) =
PROCESSOR , _— XEON
INTEL® XEON® E5 V4 FAMILY , "sie
PROCESSOR (201 6) XEON l raries for Data

E5 V3 FAMILY ; . :'LAWTIINUM—J
(2014) | |
Previous features 1

General Crypto Assists
Asymmetric/Symmetric

Crypto Assists
Intel® Trusted Execution Technology (TXT) — " New Random Seed Gene
Execute Disable (XD) Bit (RDSEED)
Intel® Data Protection Technology (Secure Key) = |ntel® AES-NI enhancements . Supervisor Mode Accees
PCH-Dynamic Random Number Generator Prevention (SMAP)
(RDRAND) = Trusted Platform Module (TPM) . .. "
. Virtualization exception (#VE
Intel® Platform Protection Technology 2.0 support P ( ) = |ntel® Platform Trust Technology

(OS Guard) - SMEP

(PTT)

BUILT-IN SECURITY TO PROTECT DATA (IP & CUSTOMER PRIVACY) + SYSTEM RESILIENCE

1. per-core improvements
2. with Integrated Intel® QAT + Intel® PTT



GLOUD SERVICE PROVIDER INVESTMENT GROWING
Depending on Intel

Hyperscale Data Center Capex (SB)

20 $53B 1H'18
+67% vs. TH'17
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Source: Synergy Research
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Google tripled
[capex] to $7.3B in
Q1’18 — and the CFO
says its not a ‘one-
off’

-Business Insider,
4/23/18

Google, FB, ang
Other Tech

Giants’ Capex |s
GOlng Sky High

-The Street,
4/24/18



ATRUSTED PLATFORM BEGINS IN SILICON “puatronm TS

ENSURING A MEASURED ENVIRONMENT BASELINE WITH
INTEL® TRUSTED EXECUTION TECHNOLOGY (INTEL" TXT)

_,ﬁ(*" Server with TPM

* System boot stack gets crypto- <
hashed before execution

S 1. System powers on and

* Hash values get stored in a Trusted = Intel® TXT verifies BIOS/OS

Platform Module (TPM)

2. Hypervisor measure s _
* Match to known-good values P — P + 2. Hypervisor
~~

determines system trust status measure

s ._j T 3.0S and

3. Policy action & = applications
enforced, < are launched,
known known

remote discovery, enablement,

- One-Touch Activation: OOB TXT/TPM 9
activation independent of OEM/OS .



Encrypting Data Throughout its Lifecycle

New Frontier

Encrypt inactive data when Encrypt data mo
in storage, database, etc untrusted publi
networks



INTRODUCTION TO INTEL SGX

@ Application Went from concept to deployment within 12 months:

" Untrusted Part Trusted Part e Avoided NIH Syndrome
aof App ot App

— y Cadane * Technology reuse from another domain
» Adapt and run, to skip the crawl-walk stage®©.

=
£

-'J
¥

Cieale Enclave

Attack Surface Without Enclaves Attack Surface With Enclaves

App App . App App 1A pp !
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Privileged System Code
05, VMM, BIOS, SMM, ...




MANY CUSTOMERS USING INTEL SGX.....

IEM Cloud DetaGuard
i kT g Az T ] dipe ol
Aaure T Bdgr runlres

MEE cormporemis of Anure kol Edge teoundy marages o

&
’é@ ) MesaTEE

Enabling Security-Critical Services in the Public Cloud

Fortanix> Alibaba Cloud =

https//mesatee.oeg

(inteD https://confidentialcomputing.io/



FUTURE CHALLENGES: EDGE COMPUTING SECURITY PROBLEMS

* Definition of a Cloud has been expandi
* Perimeter defence is insufficient
* Fixed protocols for boundaries o
* A fixed universal security policy is inade

 Components on Edges need to be adaptive




THE ENVIRONMENT

Today’s Brutal DDoS Attack Is
the Beginning of a Bleak Future

-- Gizmodo
CLOUD SERVICE PROVIDERS .
YPT EVERYTHING

_'-4’ .. __ DISTRIBUTED
‘ : MPUTING

USERS AND HOSTERS WANT TO {TTACK SURFACES
‘ P BOUNDARY




Protect the Data THROUGHOUT ITSLIFECYCLE gt

ENCRYPTION AT EVERY STAGE

Data At-rest

= Full disk encryption
protects data at rest

011010110110
1101011010
00101101

Data In-use

= Encryption options
in applications @ Data In-flight
secure information
and protect = Encrypted, secure tra
confidentiality L e-commerce, banking,
= Monitor/protect activities
internal network

1Source: Thales e-Security Web Encryption Trends, 2017
(http://enterprise-encryption.vormetric.com/rs/480-LWA-970/images/2017-Ponemon-Global-Encryption-Trends-Study-April.pdf)



KEY TAKEAWAYS

@ @ WITHOUT

TST RESILIENCE VISIBILITY/ COMPROMISING

CONTROL

SECURE THE PLATFORM

PROTECT THE DATA

PERFORMANCE

All workloads should be secured on a trusted platform

All data should be protected through encryption throughout its lifecycle

Trust and encryption without compromising performance are possible with Intel Inside®




