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EPDS                       Security VS Debug

DebugSecurity
Assets must be protected Product must be debug-able

Enable authorized users with Debug features, while keeping assets safe
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EPDS                       Security Challenges FOR DEBUG
Å Defend against unauthorized Debug accesses by

Å CPU cores (ring 0/ring 3 software)
Å IP blocks (fixed and programmable)
Å Users with physical access to the device

Å Authenticate debug roles before permitting access to controlled debug features.

Å Access to debug features must be based on authenticated debug role and device lifecycle
Å Debug role: Manufacturer, OEM etc. 
Å Lifecycle: Manufacturing or Production

Å Block access to platform assets when debug role has been authorized
Å E.g. Manufacturer & OEM secrets
Å Manufacturer debug users must not be able to compromise OEM assets (and vice -versa)

Å End user consent required before any debug role authorization.

Å Provide notification if debug is enabled.
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EPDS                       Lifecycle

Manufacturing
OEM 

Manufacturing
OEM 

Production

Unfused parts Un-provisioned OEM part Production part

Provisioned by 
Manufacturer

Provisioned by OEM

Most access for  Manufacturer 
and OEM

Most access for Manufacturer 
and OEM.

Limited access for end user.

Full access for Manufacturer 
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EPDS                       Classification of DEBUG Features

User Level Access

OEM Level Access

Manufacturer Level 
Access

Access to debug status, boundary scan, etc.

CPU probe mode, OEM fuses, etc.

Manufacturer fuses, Manufacturer FW 
integrity, etc.
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EPDS                       End user Debug Consent

ÅConsent must be granted by the user before any product debug 
feature is enabled, for end user privacy

ÅConsent can be set by 

ïBIOS menu setup

ïImplied consent: pin strap, OEM Manufacturing

ïDebug tokens 

ïJTAG
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EPDS                       Consent Roles & Responsibilities

ÅManufacturer: Provide the right hooks for the OEM to do the right 
thing

ÅOEM: Build the product according to its privacy objectives

ïIntegrating BIOS, OS, user interface, etc.

Privacy is a product-level construct

Pin strap

TAP

Fuse

ISA / BIOS

Flash

Manufacturer FW
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EPDS                       DEBUG Security Principle

No privileged debug when production keys are in use

power cycle ?
debug path

default: production path

various debug states, no secrets

SoC secrets are in use, no debug
LOCKED

OEM UNLOCK

Manufacturer UNLOCK

DELAYED AUTHENTICATION MODE

Early boot decision tree
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EPDS                       Debug path options

ÅHW Unlock
ïReserved for Manufacturer Debug
ïNo access to fused secrets

ÅFW Unlock
ïManufacturer -signed FW verifies debug tokens
ïDebug tokens can be signed by OEM or Manufacturer

ÅDelayed Authentication Mode
ïEnables late authentication (no production secrets in use)

OEM UNLOCK

Delayed Auth. MODE

Manufacturer UNLOCK

Manufacturer UNLOCK
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EPDS                       

Manufa
cturer

OEM

Debug Token Actors

OEM Token Signing Server
Å OEM managed
Å OEM private keys

Debug Host
Å Token generation tool
Å Token injection tool
Å Debug scripts

OEM Debug Engineer

System Under Debug
Å OEM and Manufacturing public keys 

Manufacturer Token Signing ServerDebug HostManufacturer Debug Engineer

On-demand support
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EPDS                       Main Properties of Debug tokens

ÅApplicability: part -specific (one or multiple) or global (per public key)

ÅBoot limit: single boot or no limit

ÅExpiration: optional time limit

ÅAuthenticity: The token can be signed by trusted entities only.

ÅIntegrity: Attacker not able to alter the property of the token.
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EPDS                       

EARLY BOOT WINDOW

Delayed Authentication Mode

Delayed Auth. 
Mode

Locked

OEM Unlock

Manufacturer
Unlock

No Production Hardware secrets 
distributed within the system

Can be Unlocked anytimeToken must be present within 
early boot window

ANYTIME

DAM enables debug unlock after early boot
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EPDS                       Call to action
ÅIncreased Hardware complexity needs better debug capabilities to 

meet Time-To-Market goals.

ÅAdvanced hardware debug capabilities  attract the hacker community 
to explore new security vulnerabilities.

ÅDesigning hardware debug capabilities without compromising the 
ĲĤĢĴıĨĳĸ ĮġĩĤĢĳĨĵĤĲ ĨĲ Ġ ĢħĠīīĤĭĦĤ# ġĴĳ įĮĲĲĨġīĤ Ĩĥ ĨĳœĲ ģĮĭĤ ıĨĦħĳ!

ÅAn attacker mindset while designing debug features is the need of the 
hour.
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EPDS                       Conclusion

Security Vs. Debug

to protect end user privacy, 
OEM & Manufacturer assets

to provide Debug features 
based on lifecycle and role
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