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SECURITY V3 DEBUG

Security Debug

Assets must be protected Product must be debug-able

authorized users keeping assets safe
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SECURITY CHALLENGES FOR DEBUG

A Defend against unauthorized Debug accesses by
A CPU cores (ring 0/ring 3 software)
A IP blocks (fixed and programmable)
A Users with physical access to the device

A Authenticate debug roles before permitting access to controlled debug features.

A Access to debug features must be based on authenticated debug role and device lifecycle
A Debug role: Manufacturer, OEM etc.
A Lifecycle: Manufacturing or Production

A Block access to platform assets when debug role has been authorized
A E.g. Manufacturer & OEM secrets
A Manufacturer debug users must not be able to compromise OEM assets (and vice -versa)

A End user consent required before any debug role authorization.

A Provide notification if debug is enabled.
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LIFECYCLE

Provisioned by
Manufacturer‘t

Provisioned by OEM

OEM OEM

Manufacturi - '
anutacturing Manufacturing Production

Unfused parts Un-provisioned OEM part Production part
Full access for Manufacturer Most access for Manufacturer Most access for Manufacturer
and OEM and OEM.

Limited access for end user.
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CLASSIFICATION OF DEBUG FEATURES

v

HIGHER

User Level Access

Manufacturer Level

Access

Access to debug status, boundary scan, etc.

CPU probe mode, OEM fuses, etc.

Manufacturer fuses, Manufacturer FW
integrity, etc.
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END USER DEBUG CONSENT

AConsent must be granted by the user before any product debug
feature is enabled, for end user privacy

AConsent can be set by
I BIOSmenu setup
I Implied consent: pin strap, OEM Manufacturing
I Debug tokens
I JTAG
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CONSENT ROLES & RESPONSIBILITIES

AManufacturer: Provide the right hooks for the OEM to do the right

thing J_ ISA / BIOS

W _— Flash

TAP ——

Pin strap —__ e

e L Manufacturer FW

Fuse —

AOEM: Build the product according to its privacy objectives
I Integrating BIOS, OS, user interface, etc.

product-level
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DEBUG SECURITY PRINCIPLE

Early boot decision tree

|
|
power cycle (1) = various debug states, no secrets

A
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debug path ! ! ! !
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[ DELAYED AUTHENTICATION MODE ]

‘ Manufacturer UNLOCK ’

production keys are in use
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DEBUG PATH OPTIONS

AHW Unlock
I Reserved for Manufacturer Debug
T No access to fused secrets

AFW Unlock
I Manufacturer -signed FW verifies debug tokens
I Debug tokens can be signed by OEM or Manufacturer

A Delayed Authentication Mode

i Enables late authentication (no production secrets in use) [ Delayed Auth. MODE ]
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DEBUG TOKEN ACTORS

-
OEM Dequg Engineer Debug Host

OEM Token Signing Server
A OEM managed
A OEM private keys

A Token generation tool
A Token injection tool
A Debug scripts

-

System Under Debug -

~
A OEM and Manufacturing public keys \
-

v - :' e
» - =

-

- = On-demand support

s
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Manufacturer Debug Engineer Debug Host Manufacturer Token Signing Server
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MAIN PROPERTIES OF DEBUG TOKENS

AApplicability: part -specific (one or multiple) or global (per public key)
ABoot limit: single boot or no limit

AExpiration: optional time limit

AAuthenticity: The token can be signed by trusted entities only.
Alntegrity: Attacker not able to alter the property of the token.
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DELAYED AUTHENTICATION MODE

EARLY BOOT WINDOW ANYTIME

»
»

Token must be present within
early boot window

Can be Unlocked anytime

Delayed Auth.

Mode

No Production Hardware secrets Manufacturer
distributed within the system Unlock

after early boot
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CALLTOACTION

Alncreased Hardware complexity needs better debug capabilities to
meet Time-To-Market goals.

AAdvanced hardware debug capabilities attract the hacker community
to explore new security vulnerabilities.

ADeS|gn|ng hardware debug capabllltles without compromising the
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AAn attacker mindset while designing debug features is the need of the

hour.
IEEE EDPS 2017



CONCLUSION

Security Vs. Debug

to protect end user privacy,
OEM & Manufacturer assets

to provide Debug features
based on lifecycle and role
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