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Intel Strategic Vectors

Our highest shareholder value will come from a strategy that uses
our core assets to move into profitable, complementary markets
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Today
Cloud driven by People

" Evolution of the Cloud
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Tomorrow
Cloud driven by Things
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Cloud driven by Things
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IOTG Opportunity and Segments
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loTG Leverages Multiple CPU
Families

Market Opportunity
Xeon
Ei ASP $100-2K+
_— ~1M units
Core MY VPO e S
Pentium ; e Mid Perf ASP $30-300 A
Celeron == - MPU ~100M units T
_______ M
= A
Atom e Entry Perf ASP $5-30 M
y 32+ bit MPU ~500M units
Quark (intel‘)’ ________

Quark Embedded ASP <$10
32+ bit MCU ~2B units

Embedded ASP <$5
<32 bit MCU ~10B units

Source: IDC, IHS, Gartner, Intel
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IOT Key Platform Capabillities
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loT use cases:. examples

ADAS, Autonomus

Driving, Smart Parking
Real-time, Safety systems, parking
information, billing, traffic mgmt

. Consumer
- Ag I’ICQ|’[U re f@ Fitness devices, healthcare
optimize the general agriculture monitoring, personal trackers
production including crops and (child/elderly)
livestock
loT
68
Use cases
Utilities @
electricity, water, gas

Logistics
Tracking of the goods,
cargo management

Smart Home

Action monitoring/access
control etc

Environmental

Monitoring

Monitoring of air quality, water
quality , forest fire detection,
snow conditions etc

Smart metering, e.g

Point of Sales terminals
Payment transactions




Why Is Security critical in [0T?

loT Explosion
= About 1 trillion connected machines and devices by 2022.

End2End security (Sensors, Edges, Gateways-data/content/APl/payment/Analytics, Cloud)

Anatomy of 10T hacks is radically different

Privacy is interwoven
= The devices are intended to network but remain anonymous for service transactions/billing, etc.

Protection Profile
= Devices, identity, data at rest, data in transit............

IOTG Training




Typical 10T Device Life Cycle

Build
= Simplicity
(SDK/API)
Retire - Provision
=Salvage the A

secretsupon
Decommission

Connect Deploy

* Seamless/An
onymous

Requirements aligned/evolving throughout the device life cycle.
(..How to retire/decommission a device, Kill Pill etc., ..)




Apps/Framework

Middleware

User mode

Kernel

OS loader

Hypervisor

Prevale nt BIOS/Boot Loader

AttaCk Mutable Flash parts

analyzer. etc.)

Pyram |d Physical ports (PCle DMA bus master, DDR

Security/P-unit FW

Fuses (under/over voltage, etc.)

Ip top layer scraping, Differential Power
Analysis, etc

loT Security "*'"—U

Volume of attacks is
high with low
complexity

Volume of attacks is
low with high
complexity



Addressing the Threat Defense Lifecycle
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Protect — products and assets from tampering and misuse
within the supply chain, while operating, and after deactivation

Detect — identity of hardware and software, the integrity of
running software, the presence or absence of malware,
the use of unauthorized services or applications, and
verification of the safe deactivation of the device

Correct — loss of integrity, without regard to the genesis of
the loss, through the execution of a predefined corrective
action plan that preserves current operations and data

Adapt — Apply insights immediately throughout an
Integrated security system.



0T Isn’t That New

Each device has to
address the threat
defense lifecycle

Management

Sensor Gateway Network :
and Analytics

Simple goal, get data from sensor,
send it up to analytics and then do
something based on that analysis
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Basic Blocks
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Sensor Gateway Network Manageme_nt
and Analytics

At each component there are a set of capabilities
necessary.
1 Hardware and Software identification
2 Trusted Execution Environment
TEE includes protections for booting and storage

 These capabilities
enable:

» data protection:
protected execution
and protected keys

* Whitelisting:
identification and
protected execution

=



Basic Block Architecture

Software

Hardware

Protect Detect Correct
products and assets loss of integrity,
from tampering and

misuse ...

identity of hardware
and software, the
integrity of running
software, and the
presence or
absence of malware

loss ...

without regard to
the genesis of the

Manageability

Adapt

Trusted Execution Environment

Hardware and Software ldentities

Protected Boot Protected Storage

Debug
Adapt
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Hardware security building blocks

Device Identity Trusted Execution Environment

» |Immutable. Enhanced Privacy ID (EPID) or

= Platform Trust Technology (PTT) or TPM = Runtime isolated/protection for OS
Protected Boot Crypto Accelerators and Counters
= Hardware Root of Trust

= Secure/Verified Boot & Measure boot = AES, SHA, ECC, Secure Clock,

Monotonic Counters, True RNG
Secure Storage of secrets (keys and data)

» Using the PTT or TPM Protected Memory
= Using Isolated security engine

: = Memory Scrambling/Encryption
Remote Attestation y 9 yp

= Verified Boot & Measure boot = |solated Memory Regions

Secure Debug
» JTAG lock/unlock and ports

loT Security
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10T — A BIG PART OF 5G

~—* BROADBAND EXPERIENCE
® EVERYWHERE, ANYTIME
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|IOT Market: 5G

= == Mission Critical I0T

Low latency & high reliability

Massive 10T

Small data, low cost

10+ Mbps

<10 Mbps

and low-power
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Standards énd
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KEY Takeaways

Virtuous Cycle of Growth with Data Center: Next Wave of Cloud Driven by Things
Driving Disciplined Focus on Key Verticals
$18B Opportunity Market Opportunity

|OT capabilities driven by the intersection of IT and OT
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Risk Factors

The statements in this presentation and other commentary that refer to future plans and expectations are forward-looking statements that involve a number of risks and

uncertainties. Words such as "anticipates," "expects," "intends," "goals," "plans," "believes," "seeks," "estimates," "continues," "may," "will," "should," and variations of such words and
similar expressions are intended to identify such forward-looking statements. Statements that refer to or are based on projections, uncertain events or assumptions also identify
forward-looking statements. Many factors could affect Intel's actual results, and variances from Intel's current expectations regarding such factors could cause actual results to differ
materially from those expressed in these forward-looking statements. Intel presently considers the following to be important factors that could cause actual results to differ materially
from the company's expectations. Demand for Intel's products is highly variable and could differ from expectations due to factors including changes in business and economic
conditions; consumer confidence or income levels; the introduction, availability and market acceptance of Intel's products, products used together with Intel products and competitors'
products; competitive and pricing pressures, including actions taken by competitors; supply constraints and other disruptions affecting customers; changes in customer order patterns
including order cancellations; and changes in the level of inventory at customers. Intel's gross margin percentage could vary significantly from expectations based on capacity
utilization; variations in inventory valuation, including variations related to the timing of qualifying products for sale; changes in revenue levels; segment product mix; the timing and
execution of the manufacturing ramp and associated costs; excess or obsolete inventory; changes in unit costs; defects or disruptions in the supply of materials or resources; and
product manufacturing quality/yields. Variations in gross margin may also be caused by the timing of Intel product introductions and related expenses, including marketing expenses,
and Intel's ability to respond quickly to technological developments and to introduce new products or incorporate new features into existing products, which may result in restructuring
and asset impairment charges. Intel's results could be affected by adverse economic, social, political and physical/infrastructure conditions in countries where Intel, its customers or
its suppliers operate, including military conflict and other security risks, natural disasters, infrastructure disruptions, health concerns and fluctuations in currency exchange rates.
Results may also be affected by the formal or informal imposition by countries of new or revised export and/or import and doing-business regulations, which could be changed without
prior notice. Intel operates in highly competitive industries and its operations have high costs that are either fixed or difficult to reduce in the short term. The amount, timing and
execution of Intel's stock repurchase program could be affected by changes in Intel's priorities for the use of cash, such as operational spending, capital spending, acquisitions, and
as a result of changes to Intel's cash flows or changes in tax laws. Product defects or errata (deviations from published specifications) may adversely impact our expenses, revenues
and reputation. Intel's results could be affected by litigation or regulatory matters involving intellectual property, stockholder, consumer, antitrust, disclosure and other issues. An
unfavorable ruling could include monetary damages or an injunction prohibiting Intel from manufacturing or selling one or more products, precluding particular business practices,
impacting Intel's ability to design its products, or requiring other remedies such as compulsory licensing of intellectual property. Intel's results may be affected by the timing of closing
of acquisitions, divestitures and other significant transactions. In addition, risks associated with our pending acquisition of Altera are described in the “Forward Looking Statements”
paragraph of Intel's press release dated June 1, 2015, which risk factors are incorporated by reference herein. A detailed discussion of these and other factors that could affect Intel's
results is included in Intel's SEC filings, including the company's most recent reports on Form 10-Q, Form 10-K and earnings release.
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