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Background

* Cloud Computing (CC) refers to
— Providing IT Services, Applications and Data
— Using dynamically scalable pool(s),
— Remotely residing Resources

* CC provides financial benefits to users and
providers

 CC amplifies Information security issues



Are we there yet?

EDA not yet ready for cloud computing
Rick Merritt
21272011 9:32 PM EST

SAMNTA CLARA, Calif. — Big EDA companies have their eyes on cloud

computing, but their feet are still on the ground, according to a panel discussion
at DesignCon here.

DAC Panel: A Reality Check On Cloud Computmg For EDA
By Richard Goering on June 23, 2010 DA ,n c’oud
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y haue a future "in the clouds?" Yes, according to panelists at last week’'s Design Automation
ha nce - but selectively, over a period of time. As attractive as cloud computing is, there are still technology
challenges and tradeoffs, and the EDA licensing model for cloud computing has yet to be resolved.
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HFC in the Cloud == Around the Web

February 03, 2011

Cloud Still Lofty Concept for EDA Execs
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Problem Statements

e Access Control

— Who can rightfully access a computer system

e CCshares the same computer between multiple users
— May compromise the integrity of run-time programs
— How to ensure a timely completion of jobs?
— Who is using the EDA license installed in the Cloud?

e Secure Communications

— Data transfer via open channels
e Large amounts of files transferred over public nodes
* Large Transfer time will increase customer cost

e Data Protection in Cloud

— Design IP theft
* Fake login or indirect access
* Unauthorized access in a 3 party data-center

— Erasing footprints after the job is done, e.g., tax data on old disk drives

— Overdoing the security so it comes in the way of cost & performance
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Information Securlty Background

Teminalsand computersthat have -
“accesscontrol” arelittle islands of “inside”
secure environm ents connected by encrypted

m essages on the open inform ation highway
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Cloud computing doesnot have an“inside”

ResourcesSecurnty must be provided
By process andresource associations.

Traditional Computing Security depends upon Firewalls and Physical Security NKS



Communication Issues between the
Islands of Security
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Cloud Computing Environment with
No central Island of security
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Security Issues with Cloud Computing
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Bottoms up Security inside a Cloud
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Future Research on Security Gaps

1. Trust and confidentiality of consumers’ data
2. Competitors sharing the same disks or servers

3. Accidental or intentional data-trashing activity
that can go un-noticed

— Regular Integrity checks
4. Cost of security vs. performance
5. Need a holistic approach for end-to-end security

Security will drive broader adoption of Cloud Computing



