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Abstract  

The technology-based markets place  an 
increasing pressure to reduce the product 
development time, where the time is measured 
from the beginning of gathering requirements 
through the delivery of volume production.  
Concurrently, the markets are demanding an 
increase in the quality of shipped products. The 
time required to raise production quality is in 
conflict with the urgency to deliver a first 
product.  This paper describes a methodology 
that combines Rapid System Prototyping (RSP) 
with Built-In Self-Testing (BIST) signature 
analysis to meet these conflicting requirements. 
Rapid System Prototyping is used to evaluate 
ideas, demonstrate feasibility, and refine 
requirements in order to ship a quick first 
product.  The goal of production testing is to 
deliver a high quality product to the customer.  
This paper describes how to add BIST to RSP 
thereby creating a methodology that adds quality 
and shortens product delivery.  This paper 
presents an example of a system developed with 
this new methodology.  We demonstrate that 
BIST signature analysis can test the prototypes, 
do design verification, and provide for quality 
final product manufacturing test.   

1. Introduction  

In general, the earlier in the product 
development process that a design issue can be 
analyzed successfully the better.  For example, a 
system level methodology to analyze power 
requirements as early as the software 
implementations of algorithms has been 
proposed [1].  As the authors noted, early 
analysis does not remove the need for addressing 
the design issue later in the product development 
process.  However, it does allow for more 
efficient solutions and methods.  The march of 
technology, as demonstrated by Moore’s Law, 
robotics, and communications, pushes the market 

place to continuously develop faster, better, and 
cheaper products.  The technology-based 
markets are pressuring suppliers to reduce 
product development time, where the time is 
measured from the beginning of gathering 
requirements to the delivery of volume 
production.  However, the markets are pressing 
for an increase in the quality of shipped products. 
The time required to raise production quality is 
in conflict with the urgency to deliver a first 
product.  One barrier to fast product 
development is the gaps between the various 
tools used for various stages.  Efforts continue 
on smoothing the process by creating an 
environment that seamlessly links disparate tools 
together [2].  Similarly, an approach to a 
seamless environment was created for 
developing, evaluating, and integrating existing 
tools and new tools [3].  One effort to recapture 
early development effort is through reuse [4].  
The proposed methodology in this paper utilizes 
reuse in the sense of reusing the signature 
analysis that at first is for design checking, in the 
middle stages is used for data checking, between 
stages it is used for design verification and in the 
final product it is used for production testing.  
Thus a “concept” or “idea” is reused in the form 
of a polynomial and the signatures.  

2. BIST signature analysis and 
production testing  

As the number of circuits that can be 
integrated into one piece of silicon exceeds 
several million, a portion of those can be devoted 
to testing the device. The capability of a circuit 
(chip, board, or system) to test itself is known as 
Built-In Self-Test (BIST).  A fully self-testing 
circuit generates it own inputs and measures its 
own outputs to determine whether it is working 
[6].  Figure 1 shows the general block diagram 
for a self-testing device, including a block 
connected as a signature analyzer [7, 8, 9].   The 
shaded area includes the part added for self-test.  
Notice that self test can be software, hardware, 
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or a mix.  In general, to utilize self testing there 
must be a test mode where the inputs are selected 
from the test block.  However, when only 
signature analysis is implemented the test 
module can be passive and always monitoring 
the device under test. The remainder resulting 
from polynomial division in Galois Field 2 is an 
ideal hashing function.  Polynomial division can 
be implemented in software or hardware.  These 
hashes can be compared between prototypes and 
versions to add confidence in the design 
verification efforts.  These signatures are 
supplementary and are not intended to replace, 
nor can it replace, other design verification 
efforts.   

Figure 1. Built-In Self-Test.  

In hardware the implementation is with a 
Linear Feedback Shift Register (LFSR), which 
uses the remainder left in the register after 
completion of the test as the retained statistic for 
comparison with the good remainder. It is an 
extension of the well-known Cyclic Redundancy 
Check (CRC) code and it is easily modified for 
use with multiple output circuits. The remainder 
is usually called a signature and the technique is 
called signature analysis, a name coined by 
Hewlett Packard and first used in Frohwerk 
(1977), [20].   Any data such as the test response 
results from a circuit or the variable values in a 
software routine can be compressed into a code 
word by an LFSR. This code word, the 
remainder from the division process, is called the 
signature of the input data stream. The LFSR 
itself is called the signature analyzer. Signature 
analysis using selective feedback of various 

stages of a shift register fed by the data stream 
being created by a circuit is a powerful technique 
for coping with a large volume of built in test 
response data. Signature analysis is now a well-
accepted technique in industry for compressing 
the Device Under Test's (DUT) output responses 
in Built-In Self Test designs [10, 11]. An LFSR 
used as a signature analyzer maps the output 
vector space into a signature.  Since the mapping 
is not one-to-one, it is possible for the signature 
of a faulty circuit to match the signature of a 
fault-free circuit.  This is called aliasing [11, 12, 
13].   The length of the LFSR is chosen to meet a 
minimum acceptable level of aliasing [14, 15, 
16, 17].   

3. Incorporating BIST signature 
analysis into design methodology  

Traditional product development was 
labeled the waterfall model because as each stage 
was completed the results were passed to the 
next stage without any return, much as water 
flows down a waterfall.  There have been many 
improvements upon this model including the 
spiral model of continuous improvement and 
concurrent engineering where the tasks of each 
design stage are considered during the previous 
design stage.  The general time frame for the 
stages of product development is shown in 
Figure 2.  Early in the product development 
times line there are many informal uncertainties, 
such as actual requirements, customer 
understanding, and technical feasibility.  During 
the design stages many decisions are made based 
upon the discovery by and the understanding of 
the previous stages.  The later stages have more 
formal information, and both methodologies and 
tools exist  to link design, test, and manufacture.  
Albeit the job is not complete and the rapid pace 
of technology frequently leaves the existing tools 
wanting.     

 Figure 2. Product Development timeline.  
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The environment of the informal stages, the 
formal stages, and even the changes due to time 
tend to prevent linking the information available 
at the various stages.  This includes complete 
disparate data representations as well as the 
fundamental nature of vague, unconstrained, 
conflicting,  and even incorrect concepts in the 
early stages versus the very constrained and 
specific information.  A  hashed signature allows 
a unifying theme for information checking 
among very disparate stages.  As Figure 3 
demonstrates, each stage can do its analysis 
within the appropriate implementation 
framework, and the resulting signatures can be 
compared across all the borders.     

 Figure 3. Using BIST signature analysis to 
check and verify different prototypes.   

Although Figure 3 shows the pieces as 
prototypes, the blocks to be analyzed can include 
various models, such as Register Transfer 
Language (RTL) or Verilog logic circuits.  The 
signatures can be formally compared via tool 
links or via data file comparisons for 
incompatible models and prototypes.    

4. Rapid system prototyping   

The process of gathering product 
requirements and defining a product is the least 
formalized part of the product development 
process. As product requirements are being 
gathered, the feasibility of new solutions must be 
measured.   Rapid prototyping refers to the 
capability of creating a prototype with 
significantly less time than it takes to produce an 
implementation for operational use.  With 
increased pressure to shorten time-to-market 

logic designers find FPGA solutions attractive 
[18]. As requirements are gathered and 
prototypes are created and examined, not only 
are strengths and weaknesses of alternative 
designs identified, but omissions and 
discrepancies in the requirements can be found 
[19].  One requirement is that the prototype (be it 
software, hardware, or a mix) be flexible for 
modeling and support analysis, which is usually 
some kind of simulation.  Tools as well as 
general languages are used to support the 
prototyping effort [20].  Because Rapid System 
Prototyping ultimately leads to a product, work 
is growing to relate RSP to the rest of the design 
flow and traditional CAD tools [21].    Because 
many prototypes are in software for hardware 
systems, they are frequently thrown away after 
actual design begins.  The most apparent 
disadvantage of throwaway prototypes is 
spending implementation effort on code that will 
not contribute directly to the final product.   

5. Example system   

Determining which individuals are 
authorized access to places, information, or 
transactions requires some level of identification.  
There are three components to identification:  
what one has, such as a credit card or car key; 
what one knows, such as a password or PIN 
number; and what one is, such as eye color or 
fingerprints.  The latter are implemented with 
physical measurements called biometrics.  Early 
in the product development process the security 
decisions must be made.  The following example 
shows the data driven decisions in the first stage, 
followed by the feasibility experiments in the 
second stage and a final product design 
implemented in the last stage.  

A secure access device allows or denies 
access based upon measurements and entered 
data. There are trade-offs between how accurate 
an identification measurement is and how time 
consuming or expensive it is.  Also, when 
dealing with human beings there are 
psychological effects such as invasiveness, 
personal privacy, and discomfort.  There are also 
formal metrics for the accuracy and effectiveness 
of a system.  The simplest measure is percent of 
correct data.  By that we mean that access is 
correctly granted or denied based upon the data.  
There are two types of correct data.  The first is 
the data indicates access should be granted, and 
indeed the access should be granted.  The other 
correct response of the system is to indicate 
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access denial and in fact the individual should be 
denied access.  The incorrect decisions are also 
of two types.  The False Match Rate(FMR) is 
percentage  of results when access is granted for 
an individual that should be denied.  The False 
Non-Match Rate (FNMR) is the percentage of 
individuals or trials when access is denied and it 
should have been granted.  For a very secure 
facility one wants a very low FMR even at the 
cost of a high FNMR.  That is keep out those bad 
guys even at a high costs.  For a relatively open 
environments, one can sacrifice a high FMR, that 
is allowing unauthorized access,  in order to 
achieve a low FNMR, that is to avoid turning 
away someone who deserves access.  

The example project is to enhance the 
security of a bank ATM by adding biometrics.  
The basic security of an account number (what 
one has, i.e. the ATM card) and the PIN (what 
one knows) is augmented by some biometrics 
(what one is).  The first prototype evaluated 
several biometrics including height, weight, and 
relative finger length.  The first prototype also 
needed to evaluate different matching criteria for 
the measurements.  The criteria included 
absolute difference of the measured data to the 
records (that is the database data), the ratio of the 
measured data to the records, and the root-mean-
square between the measured data and the 
database values.  This prototype was 
implemented as a FORTRAN program.  The 
surprising result was that the simple absolute 
difference gave the best match rate results.  The 
signatures for the test cases were analyzed and 
were recorded for subsequent stages. 

The second prototype was implemented 
as an embedded microprocessor system.  This 
was simulated using the TEst eXecute And 
Simulate system for an MC68HC11A8 [23] The 
goal of the second prototype was to 
demonstrated feasibility, evaluated database 
representations, and to identify circuit 
bottlenecks.  A side benefit of the signature 
analysis was that when the test cases were run, 
errors in database entry were identified, and 
diagnosed for correction.  The final 
implementation was in Verilog.  

6. Conclusion  

Product development is must address 
the need for increased quality.  This takes time, 
and this time is being reduced as technology and 
customers drive for shorter and shorted product 
development times.  This paper proposes a 

product development methodology that increases 
product quality and shortens development time.  
These conflicting constraints are satisfied by a 
methodology merging BIST and RSP.  The 
methodology was applied to a secure access 
system.  The example system demonstrated the 
success of the methodology for rapid 
development, design verification, and even 
database entry error checking.    
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